
ID Theft & Compromise Checklist



ID Theft & Compromise 
We’ve made it easy to take action against fraud. 

DFCU Financial – ID Theft & Compromise Checklist   Rev 08/24 

Use this step-by-step checklist to help with protecting yourself and reporting suspicious activity. Check the 
boxes online, or print and complete the checklist. 

Identity Theft 

Visit identitytheft.gov to create a personalized ID theft action plan that includes: 
• Contacting all three credit bureaus to have your credit report frozen.
• Contacting ChexSystems to have your consumer report frozen.
• Alerting the IRS.

Review your credit reports from all three bureaus and dispute any unauthorized activity 
(annualcreditreport.com). 

Alert your other financial institutions. 

Alert your employer. 

Account Compromise/Online Account Takeover 

Closed the affected account(s). 

Have all household computers, tablets, and mobile phones restored to factory condition (“wiped”). 

Alert your other financial institutions. 

Change your DFCU online login ID. 

Change your DFCU online password. 

Review your email address and phone number in DFCU online to ensure accuracy. 

Enroll your accounts in DFCU online alerts. 

Consider using only your cell phone number as a DFCU online secure access code (SAC) delivery 
point. 

Change your email password. 

Add multi-factor authentication to your email account(s). 

Add multi-factor authentication to your social media account(s). 

https://www.identitytheft.gov/
https://www.annualcreditreport.com/index.action


For More Information
IdentityTheft.gov

Annual Credit Report.com - Home Page

What is Two-Factor Authentication? (2FA) (youtube.com)

Thank you for being a DFCU Financial member.

 If you have any questions or need help, 
please contact us at 888.336.2700. 

https://www.identitytheft.gov/
https://www.annualcreditreport.com/index.action
https://www.youtube.com/watch?v=0mvCeNsTa1g
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